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Abstract: Maritime Autonomous Surface Ships (MASS) are becoming reality in the shipping
industry. Besides numerous anticipated advantages this type of ships has there are new potential
hazards as well that have to be addressed. This needs to be done at the design stage of transportation
system that will encompass such vehicles, to make sure that the new system’s safety can be guaranteed
at the acceptable level. To this end numerous methods can be utilized pertaining to the field of safety
and risk assessment. Those methods however are of different scope and may have different application
areas.

Therefore in this paper we discuss selected methods suitable for safety assessment and quantification
of transportation systems including goal-based safety case approach, system theoretic process analysis
and risk assessment. Challenges and opportunities of those approaches are highlighted and the
recommendations are given regarding the application areas of the methods.
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1. INTRODUCTION

Maritime transportation safety is governed by global and local codes and practices, and a distillation of
past experience [29]. These may become less and less relevant over time, especially when innovative
solutions are involved. One of such innovation in the maritime world is autonomous surface shipping.
Due to high diversity of potential design solutions, the prescriptive regulations are clearly unable to
cope with them. Moreover, prescriptive regulations reflect the best engineering practice at the time
they were written and may become obsolete where best practice is changing, e.g. with evolving
technologies, shifting paradigms regarding ship operations.

Therefore it is of utmost importance to provide a proactive and systemic framework allowing safety
assessment and/or quantification for innovative solutions. To this end the International Maritime
Organization (IMO) offers two solutions: Formal Safety Assessment (FSA), and Goal-based Standards
(GBS), see for example [18-20]. FSA is described as “a rational and systematic process for assessing
the risks associated with shipping activity and for evaluating the costs and benefits of IMO's options
for reducing these risks.” It is often applied as a framework for risk-based design (RBD) for ships and
offshore structures, [33,39].

GBS relates to “high-level standards and procedures that are to be met through regulations, rules and
standards for ships. GBS are comprised of at least one goal, functional requirement(s) associated with
that goal, and verification of conformity that rules/regulations meet the functional requirements
including goals.” In principle GBS is a high-level procedure, that may encompass the results of FSA
at a stage of functional requirements, therefore those two are interlinked. Moreover, in the context of
GBS and FSA safety is defined as the absence of unacceptable levels of risk to life, limb and health
from unwilingful acts. To estimate risk the probability and consequences of anticipated accidents are
sought. These are delivered through quantitative approaches, which are strongly preferred over
qualitative in the context of FSA.
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However, in order to ensure safety of complex and innovative socio-technical system a safety analysis
should be conducted adopting appropriate methods, suitable for a given purpose, accounting for a
available body of background knowledge. First, such analysis needs to point out the areas and
processes that must be ensured in the system for its safe operations. Second, the potential solutions
maintaining the safety in those areas need to be proposed. Third, the effect of limitations in the
background knowledge should be evaluated and communicated to the end-user, [3,4].

The quantitative risk assessment as postulated by FSA, where the risk is defined as a combination of
probability and consequences of an accident, can be informative for known systems, when the costs-
benefit approach is adopted to justify the expenses related to the changes in system design. However it
neither assists design process nor ensures the safety of the system in the situation where the amount of
uncertainty related to the system design and operation is significant. To this end, the way how the risk
is defined and what scientific perspective is taken need to be widened and qualitative approaches
allowed.

Therefore, in this paper, we take closer look into three approaches to safety in the maritime domain,
pointing out their strengths and weaknesses, in the context of novel technology such as autonomous
ships.

The paper is structured as follows: section 2 discusses FSA and RBD, section 3 gives an overview of
STAMP, section 4 introduces goal-based safety case, whereas Section 4 discusses potential future
research directions and concludes the paper.

2. RISK-INFORMED DESIGN
2.1. Problem formulation

Risk-informed ship design, in the maritime domain usually referred to as risk-based design (RBD), is
one of three major research lines in the domain of maritime transportation risk [28,39,52]. The other
two are risk-informed management of the maritime transportation system [35,48,50,53], and risk-
informed emergency preparedness and response planning [2,30,38]. Risk informed approaches are
promising because they explicitly address risk, they contribute to a more uniform risk level and they
allow more flexibility in choice of solutions to achieve acceptable risk. However, an important
prerequisite for using risk informed approaches is that risk is communicated to decision-makers in a
way that they can relate to and understand.

As found in [17], the view on risk adopted in the majority of studies within the maritime domain is
based on the definition formulated by Kaplan and Garrick in [25]. It follows a perspective postulated
firstly in Formal Safety Assessment (FSA), and continued in Goal-based Standards by the
International Maritime Organization (IMO), [18-20]. Risk (R) is then defined as a combination of the
probability (P) of an accident and its consequences (C), as follows:

R=f(P,C) (1)

Under this definition, risk is normally expressed as the product of the probability (P) and
consequences (C):
RI=PxC 2)

This can also be regarded as an expression of the statistically expected consequences or loss. In FSA,
RI is used for ranking hazards and identifying those that require detailed analysis in the later stage of
FSA. This is useful and sufficient in many cases, but this definition can also hide information about
situations that may be very different. Consider the following two examples:
* In one situation, risk is dominated by frequent events resulting in minor consequences - single
or minor injuries and local equipment damage. Examples can be minor occupational accidents
like hand injuries or minor falls.
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* In another situation, risk is dominated by low frequency events with catastrophic
consequences - multiple fatalities and total loss of a ship. An example can be a major collision
between two ships.

RI may take the same value in both cases, because P is high and C is low in the first situation, while P
is low and C is high in the second case. Based on the conventional view on risk, the two situations are
thus equal. However, this misses a very important fact about the situation. Most likely, the first
situation is based on much more information than the second one, and uncertainty about particular
probability will be much smaller than in the second situation.

Even if we should have similar background knowledge, there is also another aspect that makes the two
situations different. Catastrophic but infrequent losses are normally perceived as worse than frequent,
more limited losses [36]. This information is also lost in the conventional expression of risk.

Thirdly, the measures to control the risks in these two situations may be different. In the first case, the
focus might be given to reducing the probability of occurrence, whereas in the second case
consequence reduction may be considered more important.

Finally, interpreting risk simply as a product of P and C can also lead to the misconception that risk is
just a number, and becomes divorced from the scenarios of concern and available background
knowledge. Applying this perspective, much of the relevant information needed for risk management
is not properly reflected or even missing [3]. In many risk analyses, one sees that a lot of effort is put
into producing as “accurate” risk numbers as possible. However, it is futile to calculate high-precision
values in the risk analysis if other parameters essentially are “guesstimates” made by the analyst. In
the extreme cases, the numbers obtained from databases and analysis are considered “the ultimate
truth” about the probability of an accident in the analysed area, without proper reflection of the context
and background knowledge.

This clearly also poses problems in relation to decisions about acceptable risk. When applying the
ALAREP principle, there is a need to define limits for the intolerable, ALARP and tolerable risk levels.
If numbers are interpreted as the truth about risk, decisions will obviously also be made in accordance
with this, not taking into account that limited background knowledge can introduce very large
uncertainties in the numbers and thus also in the decisions.

The prevailing interpretation of risk in the maritime industry thus has some clear weaknesses. This is a
general problem for decision-making, but in relation to autonomous shipping, the first item is
particularly important. One characteristic of autonomous shipping is that this is new technology,
which has not been available for a long time and has never been used in an application like this apart
from very limited tests. Another important aspect is the extensive use of software to control the ships.
There are several implications of this for risk analysis:

e There are no existing databases for autonomous ships. For important accidents types like
collision and grounding, existing data are hardly relevant at all, and furthermore, it may also
be questioned to what degree existing models are adequate.

* The inclusion of software increases the complexity of the systems and makes them harder to
analyse. There is an increased possibility that we are unable to understand fully how the
system works and that mistakes are made in the design of the software and hardware.

* New technology also implies that new types and accidents and in particular new causes of
accidents are introduced. We may not be able identify these with our current methods for
hazard identification (which often are based on checklists of different types).

For our purpose, all of these aspects are related to the background knowledge that we have and can use
to perform risk analysis. Effectively, our background knowledge pertaining to autonomous ships is
much less than for traditional shipping concepts. However, this can not be reflected in the way that
risk is usually expressed. The uncertainty associated with new technology is effectively “hidden” for
the decision-makers in this way.
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In our view, risk informed ship design introduces some highly beneficial features into the decision
process, but one has to be very aware of the underlying understanding of risk. We are proposing a
different definition of risk in the following subsection, followed by some discussion of the benefits of
this.

2.2. Solution proposal

To address some of the above-mentioned shortcomings of the existing approaches to risk in the
maritime domain, a wider concept of risk should in our view be introduced to the field. This would
allow: 1) a systematic and hierarchical description of the risk associated with a given system; 2)
reasoning about risk control options (RCO) in light of available background knowledge (BK); 3)
reflection of the effect of BK on the evaluated risk and proposed RCOs, [37].

As outlined in [17], a spectrum of scientific approaches to risk exist in the wider risk research
discipline [7,42,47]. On one end of the spectrum sits the strong realist view, where risk perspectives
consist exclusively of probabilistic risk measures. The evidences for these probabilities are based on
data or models, such as typically applied in RBD [39]. At the other end of spectrum sits the strong
constructivists view on risk, according to which risk is nothing but observer’s perception about a given
situation, and varies between observers [17]. The field of maritime risk analysis is dominated by the
realist view, where risk is mainly understood and measured as the combination of P and C, based on
historic accident data and engineering models, as found by [17].

In cases where the background knowledge is good and on a comparable level for all relevant risk
contributors, the uncertainty related to the evidence is low, and in such cases the realist view may be
adequate. It can be argued that this is the case for traditional design engineering in the maritime
industry, where there are relatively large databases about accidents at sea, and numerous models and
tools to facilitate ship design, and simulate maritime transportation systems. However, in numerous
cases, there are also serious shortcomings related to the paucity and scatter of the available data,
[15,34], underreporting of accidents and incidents [41,43], and issues related to reliability and validity
of the models, see for example [16,45]. Obviously, all these shortcomings become more serious, when
designing maritime transportation system encompassing autonomous vessels [54,55].

To allow a flexible framework for risk analysis for innovative systems with no or limited design or
operational experience, it would be beneficial to differentiate between the concept of risk and ways to
describe risk, as suggested by Society of Risk Analysis in [44]. Based on [17,24], the following
terminology is adopted in this paper: 1) the risk concept concerns what risk means in itself, i.e. what
risk “is”; 2) a risk perspective is a way to describe risk, a systematic manner to analyse and make
statements about risk; 3) a risk metric is the assignment of a numerical value to an aspect of risk

according to a certain standard or rule.

The risk perspective allows various scientific approaches to risk, depending on the available BK,
utilizing the available sources of data and knowledge. This risk measurement should be performed in
support of the most suitable risk metrics for the given decision problem, e.g. following guidance
provided by [24]. Recently, there has been a shift in risk paradigm in the offshore oil and gas industry.
The move has been made from PxC definition towards uncertainty based perspective, which stresses
the relevance of uncertainty assessment in the process of risk analysis, informing thus the end-users
about the quality of the obtained risk estimates, [22]. A similar development would be beneficial in the
maritime industry, in particular in the context of innovative systems in general and autonomous
shipping specifically.

In the context of GBS, the concept of risk is used at the stage of verification of conformity (Tier III in
Figure 1). The risk level of a given ship design is confronted with the allowed risk levels as anticipated
by the rules (Tier IV). The tolerable, intolerable and ALARP risk levels are defined by the the relevant
stakeholders like IMO, authorities or classification societies. In the present FSA guidelines, the risk
acceptance criteria are explicitly numerically defined based on risk measures combining probability
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and consequence. However, in the presence of major uncertainty, which is not acknowledged nor their
effect on the results evaluated, the calculated risk numbers can become unreliable. Enhancing the risk
description with a qualitative uncertainty assessment, as suggested in [4], could be a way to alleviate
the effects of this unreliability. Another way could be to adopt a different risk perspective, focusing
only on probability of occurrence or consequences depending on the strength of available knowledge,
and develop risk evaluation criteria to support decision making focusing on relative changes in derived
risk metrics.

Figure 1. Goal-based standards framework by IMO, [19].
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3. SYSTEM THEORETIC PROCESS ANALYSIS

System-Theoretic Accident Model and Processes (STAMP) is an approach to depict and review the
function of safety from a systemic perspective. It analyses accidents by making a review of the entire
socio-technical system [9,26]. Thus, it provides a more systemic way to model accidents and safety for
producing a better and less subjective understanding about how accidents occur and how they can be
prevented [14,46]. STAMP was initially developed as an accident-modelling framework,
conceptualising socio-technical processes as systemic performances in a state of dynamic equilibrium.
Therein, safety is considered to be a feature resulting from the performance of multi-layered feedback
loops of information and control between different stakeholders, [1].

Gradually, STAMP evolved into few practical frameworks, such as Causal Analysis based on System
Theory (CAST) and System-Theoretic Process Analysis (STPA). While the former is used in past
accidents’ investigations, the latter focuses on ensuring safety of existing systems or those in early
phases of development. STPA is a hazard analysis technique that identifies accident scenarios that
encompass the entire accident process by including design errors, component interactions, and other
social, organizational, and management factors in the analysis [31]. STPA consists of four basic steps
as given in Figure 2.
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STAMP and STPA are based on a systemic and systematic approach which features certain
methodological advantages. These consist in applying a non-linear, quantitative approach to analyse
system’s safety. Thus, accurate information on components’ reliability is futile since it is interactions
between components that constitute a central part of the analysis. Furthermore, these are analysed
qualitatively with focus on potential causes, consequences and mitigation measures of their
inadequacy. Neither probability of failure nor risk is calculated which allows inclusion of processes or
components for which such calculations might be difficult or ineffective due to their nature or
commonly lack of data. For the same reason, the method proved helpful in analysing safety of systems
being in their early phases of development. This issue can cause quantitative analysis to be
counterproductive as the exact structure of the system may be unknown, thus baning for its reliability
analysis. Herein, an iterative cooperation between system’s designers and safety analysts is postulated
in a form of safety-driven design, see Figure 3 and [31].

On the other hand, STAMP’s and related methods’ disadvantages incorporate a rather non-intuitive
visualization of results, research-practice gap, and a lower-than-satisfactory level of potential users’
confidence with using non-linear methods of safety analysis instead of traditionally recognized ones,
[13,49]. Additionally, in the application of this methodological approach, the decision about to what
level of details the analysis needs to be concluded is another common limitation [21,51]. Thus, the
implementation of these approaches can be mind challenging and time-consuming.

Nevertheless, the fact that system-theoretic framework can be applied to systems, development of
which is yet to be completed, made it a potential method of safety analysis for MASS. Two studies
have been performed recently [54,51], in which STPA was applied to preliminarily analyse safety
concerns of MASS. Supported by experts’ elicitation and literature review, STPA is helpful in
elaborating a holistic model of autonomous ship’s safety control structure and analysing it in order to
identify potentially hazardous scenarios to which MASS could be exposed and elaborate feasible
hazard mitigation measures. The results obtained through STPA did not differ from outputs of
quantitative analyses, at least in the comparable aspects. Nevertheless, the following lessons have been
learned:

e Holistic approach to MASS safety was not common to date with only specific functions being
analysed, such as collision avoidance, [8], remote control, [40], and autonomy modes
transition, [54]. Consistency of outputs may be a result of technology’s innovativeness or the
fact that they were based on similar literature sources or experts’ experience.

e STPA is similar to other safety analysis frameworks in terms of being affected by analysts’
background and previous working experience even despite the fact that experts were elicited
to restrict the effects of framing.

e Refraining from calculation of risks pertaining to system’s operation can be found difficult to
accept or comprehend by some more conservative representatives of industry, who were
taught of ‘safety being the lack of risks, and the latter being a product of mathematical
probability and potential consequences’.

e Asnoted above, decision-makers usually base their decisions on the evaluation of options they
are presented with. Such presentation can be a result of quantitative analysis but not a
qualitative one. It shall be underlined that these are distinct sets of methods that can provide
different types of output, which does not necessarily mean that the results of one analysis are
superior to another’s.

e STPA offers a potential alternative to be used in risk-based design in existing approaches such
as the FSA by IMO. It offers a hazard analysis approach capable of generate data for the
analysis of a system under design.

e There is a major gap in maritime environment understanding between systems’ potential
operators and its designers. While the former are likely to originate from sea-going
professionals, the latter often do not have any form of maritime operational experience, [10].
Although the very act of designing a vessel does not require the naval architect to be skilled as
a seafarer, close links between those professional groups can prove beneficial. The gap can
potentially be bridged iteratively through a safety-driven design process which gives an
opportunity for including output of safety analysis in project-level decision-making.
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e The application of the STPA provides specific safety controls with defined control logic
principles which describe in details the safety demands for designing the MASS and the
technologies linked to it. This provides the basis for establishing the initial safety and risk
management strategy.

e The application of the STPA has clearly identified gaps regarding the interaction between the
emergency response organizations (e.g. SAR services) and MASS in need of assistance. The
current approach follows a coordination between SAR and the captain responsible for the
vessel. The mentioned studies introduces the relevance of ship design, materials used and
technology implemented to support the coordination of emergency situations.

e Equipment redundancy and testing seem to be crucial elements to ensure the safety
performance of MASS. These two elements demand a more specialized analysis to ensure the
efficiency in the design of MASS.

e Defining safety controls for MASS demonstrate the importance of having an efficient
coordination among the stakeholders of the system. The safety responsibilities seem to be
delegated among a higher number of system stakeholders compared to the current approach.

e Last but not least, the results of STPA shall be validated. This would not be possible until
MASSs are implemented and their overall safety performance is tested. Similarly, results of a
safety-driven design process as mentioned above are yet to be determined as the technology is
still under development. Outputs of safety analyses performed to date shall be included in
current system design works, but results of the latter are pending.

Figure 2. A simplified overview of STPA, [32].
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Figure 3. Safety-driven design concept, [31].

3. GOAL-BASED SAFETY CASE APPROACH

In addition to the actual risk analysis procedures, the documentation and communication of safety-
related requirements, design choices and validation results are becoming increasingly important. The
introduction of new technologies, such as situational awareness systems and autonomous decision-
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making, are making ship systems increasingly complex. To receive required authority permissions to
test and later operate autonomous vessels, a comprehensive demonstration regarding the safety of
autonomous technologies is required [23].

Traditionally, designers have been able to follow a fairly well established set of design rules and
standards. While standards and design guidelines also for autonomous technologies are slowly
becoming available, they mostly focus on providing more general performance guidelines instead of
providing prescriptive design rules [11]. Thus, technology developers can be seen to bear an
increasing responsibility of ensuring and demonstrating the safety of new technologies. This will
require a robust safety qualification procedure to be in place.

Safety qualification is the process of gathering and structuring the safety evidence required to credibly
demonstrate that an appropriate level of safety is reached. Several guidelines exist for facilitating the
safety qualification activities, and in the maritime sector these are mainly available from classification
societies, e.g. [5,12,33]. In this section we present the general concept of a goal-based safety case
approach to support safety qualification, and discuss its potential in activities related to ensuring the
safety of new technologies that are developed for autonomous vessels. Additionally, we discuss
experiences based on application of this methodology into an autonomous shipping prototype case
study [23].

A simplified process flow for a safety qualification process with goal-based approach is presented in
Figure 4. The qualification process should be of an iterative nature, so that major changes to the
technology trigger a new round of qualification activities.

The goal-based safety case approach (not to be confused with the IMO-originated GBS discussed
earlier) is a proposed extension to the regular safety qualification methodologies to help in structuring
the results of qualification activities and especially in enabling communication between the different
stakeholders involved in the safety design and qualification processes. In this approach, the safety
requirements (represented as goals) and safety evidence (data created in the actual qualification
activities) are presented together in a visual manner as a structured safety case. This provides a link
showing which evidence items are provided to demonstrate the fulfillment of each of the safety goals.
The structure of safety goals is a living documentation that is updated throughout the design and
qualification processes. The resulting documentation can be represented as a tree-like model using
various visualization languages, such as the Goal Structuring Notation (GSN) [27], a general example
of which is presented in Figure 5.

Based on the authors’ experiences, the major advantages in the goal-based approach are in the
communicative power of the visual representation of safety goals and evidence, making the link
between these easily comprehensible. This enables efficient communication regarding safety between
the different stakeholders. By easing the communication, the approach potentially enables a faster
approval of new technologies for autonomous shipping. The methodology, however, is new to the
maritime sector and further case applications are needed to fully consider its benefits.

As a potential downside, the methodology is mainly designed with the communicational aspect in
mind, and thus provides no direct tools for prioritizing the safety goals based on their safety impact.
Neither does it directly provide tools for assessing the probabilities or uncertainties regarding the
fulfillment of the goals. Thus, these aspects still need to be considered with relevant tools, such as
ones described in this paper. Practically this means that while the communicational aspects are
improved, the qualifying party still requires substantial understanding of the technical system and its
safety-related design.

Several aspects in the goal-based approach also provide basis for future developments. One
development path is a wider adoption of the goal-based documentation in different aspects of design,
such as reliability and maintainability, to provide a more comprehensive assurance case of the
autonomous vessel design. Another development path is seen in the potential of combining
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probabilistic methods with the safety case approach to provide further justification for the safety-
related design choices and to help prioritize risk controls in the system design phase.

Figure 4. A safety qualification procedure, resulting in safety argumentation documented as
structured safety case.
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Figure 5. A simplified example of how the safety goals and evidence can be represented in the
case of an autonomous ship sensor system. Goal-based safety case using the GSN visualization
language is utilized to display the link between design requirements and safety evidence
documentation.

G1
Sensor system
continuously provides
a sufficient view of the
ship surroundings

/\

G1l.1 G1.3
Sensor system Sensor system is
capability matches or G1.2 redundant regarding
exceeds human Real-time sensor the loss of individual
watchkeeping in all status data is available sensors
conditions

E11 E1.2

E1.3
Sensor Sensor
X Sensor
system system field
. system
technical test report
P redundancy
specifications design

documents

4. CONCLUSIONS

In this paper, risk-informed design, system theoretic process analysis and goal based safety case
approaches have been briefly discussed and described, in particular in relation to the discussion on
ways of ensuring the safety of autonomous shipping. They have been discussed separately here, but if
we look at the problem from the point of view of how to best manage risk, the approaches covered in
the paper are all linked together. They cover different aspects of the process and they are also on
different levels in the hierarchy of tools to manage risk.

4.1. What can be achieved with the present approaches?
Regarding risk analysis
Risk-informed design (and operation for that matter) is fundamentally different approach to design of

a system compared to a traditional approach. In essence, traditional approaches are based on history
only (experience embodied in regulations, rules and standards) while in a risk-informed approach we
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also try to look into the future (in addition to using experience). For slowly developing technologies, a
traditional approach may be adequate. We will then take small steps forward, gaining experience with
the modified technology before taking it further and hopefully avoiding too many accidents and
serious losses. However, the quicker technology develops, the more important it is that we can try to
envisage future failures and not only rely on experience. For such an innovative technology, risk-
informed approaches are therefore necessary.

Risk analysis can provide valuable information for designers of a novel system insofar it reflects
properly the available background knowledge and relevant limitations. Since risk analysis is nothing
but systematic organization of available background knowledge on a given system in order to seek
suitable solutions to a potential problems assisting decision making process, therefore the effects of
BK on the risk estimates and risk control options is mandatory. To this end an adequate scientific
approach needs to be adopted and proper way of measuring and communicating risk is required. In the
context of MASS the risk estimates that are obtained may be helpful in assigning risk control options
for a given system, risk estimates assigned to various designs with respect to some baseline risk level,
pointing to the areas in the analysed system that require more research, resulting in more reliable risk
estimates.

Regarding STAMP

STAMP and STPA are capable of providing itemized information which can guide the initial design
process of MASS. This system engineering approach supports the design and management of complex
systems and maintaining these functional during its complete operational life [6]. This enables
initiating the design of safety in the earliest conceptual design phase for engineering a safer system
[31]. These methodologies provide a truly systematic and systemic approach which is capable of
analysing accidents and hazards in different contextual scenarios and it is capable of formulating
safety controls to prevent and or to react to those accidents and hazards. The implementation of the
approach has previously been proficient for analysing hazards and proposing safety controls with a
systematic and systemic approach that covers the operational context of MASS. These safety controls
represent the basis for initiating the safety management strategy of MASS and the entire autonomous
maritime system(s).

Regarding Goal-based approach

Goal-based approaches and risk-informed approaches go hand in hand. However, if we specifically
talk about goal-based safety case approaches, this can also be regarded primarily as a documentation
exercise. Clearly, risk-informed approaches require a different type of documentation than traditional
approaches. A safety case may be a suitable way of doing this, documenting not just the end result, but
also the goal-setting process, development of specific, lower-level requirements from this and the
design process itself.

4.2. What can be proposed?

The discussed here methods can provide the input to the risk-informed design process and thus also for
documenting the process and results in a safety case. Choosing the best method for a particular
problem requires a good understanding of both available methods and the problem at hand. STPA is
interesting because it approaches the problem differently than most other methods, regarding
management of risk as a control problem (in fact the method focuses on controlling the safety,
resulting in risk reduction). For autonomous shipping this may be a particularly relevant approach to
take. On the other hand, we will need quantitative methods to support risk-informed design and at
present STPA is not suitable for this purpose.

Based on the discussions in the previous sections and the above, it seems clear that there is a need to
develop an improved framework for risk management in the maritime industry in general and in
particular for autonomous shipping. Some of the key elements are:

* A more flexible perspective on risk, where in particular the aspect of background
knowledge/uncertainty is incorporated in our presentation of risk to decision-makers to give
them a better basis for making sound decisions.
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Goals-based and risk-informed approaches give flexibility in development of novel solutions,
at the same time as retaining consistent and acceptable risk levels also for new technology.
New risk analysis methods are better suited for analysing increasingly complex systems, with
increased use of sensors, software, communication between ships and between ship and shore,
very different demands on the humans involved etc. STPA may be one of such methods, but it
is crucial to understand the system being analysed and its characteristics before committing to
specific risk or safety analysis methods. Both method development and more guidance on
choice of methods and combinations of methods is required.
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